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I. INTRODUCTION

Have you ever shopped online or entered into any basic sales
transaction over the Internet? Have you ever submitted a tax return
online? Have you ever entered any of your personal information over
the Internet? If so, you are a potential victim of identity theft. What is
worse is that even if you have not partaken in any of these common
actions, you are still a prime candidate to have your identity stolen over
the Internet.
Generally, identity theft takes place "when thieves use personal or
financial information about a person (the victim) to create a fake
identity for themselves in order to obtain money from either the victim
or various other institutions."' Specifically, identity theft is defined by
federal law as:
knowingly transferring, possessing, or using, without lawful
authority, a means of identification of another person with the
intent to commit, or to aid or abet, or in connection with, any
unlawful activity that constitutes a violation of Federal law, or
that constitutes a felony under any applicable State or local law. 2
Current federal law also provides penalties for aggravated identity theft,
which is defined as someone "knowingly transferring, possessing, or
using without lawful authority, a means of identification of another
person" in the commission of certain enumerated felony violations.3
Although not a new concept, identity theft has become a major
challenge to the international legal community due to the fact that it can
be easily perpetrated transnationally over the Internet.4 Because of the
anonymity of the buyer and seller in an online sales transaction, it is
much easier for the buyer to use someone else's identification without
the seller being cognizant of such fraud.5 Such anonymity also makes it
difficult for law enforcement officials to detect identity theft and gain
full knowledge of the extent of the theft.6
Because of the difficulties the Internet presents with regard to
identity theft, the international community has become aware of the
need for international cooperation on the issue. However, there has
1. Erin Suzanne Davis, A World Wide Problem on the World Wide Web: International
Responses to TransnationalIdentity Theft Via the Internet, 12 WASH. U. J.L. & Pol'Y 201, 202
(2003).
2. 18 U.S.C. § 1028(a)(7) (2012).
3. Id. § 1028A(a)(1).
4. Davis, supra note 1, at 203.
5. Id. at 204.
6. Id.
7. Id.
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been a lack of true cooperation in the international community and there
is practically no uniformity across countries with regard to international
statutes or regulations against identity theft.
This Note will examine in depth the current state of identity theft and
the current international approaches to combatting identity theft. It will
also discuss certain deficiencies in this area of law, including
ambiguous legal requirements and lack of international cooperation,
which have prevented a successful attack on identity theft. Lastly, this
Note will opine about the multi-faceted approach that is needed to
properly combat international identity theft in this day and age.
II. PART ONE: CURRENT STATE OF INTERNATIONAL IDENTITY THEFT

A. CurrentIdentity Theft Trends in the United States
While the dollar amount stolen has remained steady, recent studies
have shown that identity theft increased by 13% in 2011, with more
than 11.6 million adults becoming the victim of identity theft in the
United States. 9 This increase is a change in trends, according to a report
in recent congressional research, which showed identity theft victims
actually decreased from 11.1 million in 2009 to 8.1 million in 2010.10
The Federal Trade Commission (FTC) also reported a corresponding
decrease in consumer complaints, showing a decrease from 278,356 in
2009 to 250,854 in 2010."
However, the total number of consumer fraud complaints reported to
the FTC has consistently increased almost every year from 2000 to
2010.12 Additionally, "since 2000, the number of identity theft
complaints has averaged about 35% of the total number of consumer
complaints received by the FTC."l 3 Aside from the decrease in theft
8. See generally id.
9. Identity Fraud Rose 13 Percent in 2011 According to New Javelin Strategy &
Research Report, JAVELIN STRATEGY & RES. (Feb. 22, 2012), https://www.javelinstrategy.
com/news/1314/92/Identity-Fraud-Rose-13-Percent-in-201 1-According-to-New-Javelin-Strateg
y-Research-Report/d,pressRoomDetail. Javelin's full, comprehensive study, 2012 Identity
FraudReport: Social Media and Mobile Forming the New FraudFrontier,can be purchased
and downloaded from its website, located at https://www.javelinstrategy.com/brochure/239#
DownloadReport. Javelin claims that the study "is the nation's longest-running study of identity
fraud, with 42,951 respondents surveyed over the past nine years." Id.
10. KRISTEN M. FINKLEA, CONG. RESEARCH SERV., R40599, IDENTITY THEFT: TRENDS &
ISSUES 9 (2012) [hereinafter CONG. RESEARCH].

11. Id.
12. Id. at 10.
13. Id. See Figure 1. FTC Consumer Complaint Data on page 10 and Figure 2: FTC
Identity Theft Complaint Data on page 11 for a visual display of this data spread out in a
chronological format.
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complaints from 2009 to 2010, the number of overall identity theft
complaints has generally increased since 2000.14 Simply put the data
shows that identity theft continues to remain a problem in the United
States and will likely continue to worsen.
B. The InternationalLaws RegardingIdentity Theft
1. The United States
Some feel that the United States does not have comprehensive data
protection laws.' 5 Currently, there is simply a piecemealed combination
of federal and state legislation governing this area of law.'o There are
several older federal laws, such as the Right to Financial Privacy Act
(RFPA) and the Electronic Communications Privacy Act (ECPA),
which are often cited in connection with data protection and identity
theft issues.' 7 However, these older statutes are not particularly helpful
to identity theft victims.18
Identity theft did not become a federal crime in the United States
until 1998.19 Congress passed the Identity Theft Assumption Deterrence
Act in 1998 to deal with the rapid increase in identity theft and the
expansion of the use of the Internet and technology as a method to
defraud innocent victims. 20 This Act made identity theft a crime and
provided penalties for individuals who either committed or attempted to
commit identity theft. 2 1 Additionally, it directed the FTC to record
complaints of identity theft and refer them to the appropriate consumer
reporting and law enforcement agencies.22
In 2004, President Bush signed into the law the Identity Theft
Penalty Enhancement Act, which further strengthened the federal
government's ability to 2prosecute identity theft. This Act codified
aggravated identity theft. It also established that convicted perpetrators
could receive additional penalties of two to five years' imprisonment for

14.

Id.

15. Samantha Grant, "I JUST BOUGHT A FLAT SCREEN T. IN KOLKATA?"
Application of Laws for InternationalOutsourcing Related Identity Theft, 7 U. PiTr. J. TECH. L.
& POL'Y 1, 1 (2006).
16. Id.
17.

Id.

18.
19.
20.
21.
22.
23.
24.

Id.
CONG. RESEARCH, supra note 10, at 3.
Id. at 3-4.
Id. at 4.
Id. Such FTC complaint data was discussed supra Part I.A.
Id.
Defined in supra Part I.
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identity theft committed in relation to enumerated federal crimes.2 5
Some of these federal crimes include violations relating to the "theft of
public money, property, or rewards,"26 "false personation of
citizenship," 27 "mail, bank, and wire fraud"2 8 and "obtaining customer
information by false pretenses."2 9
Also in 2006, President Bush established the President's Identity
Theft Task Force in a strategic plan submitted to the President in April
2007.30 The Task Force made recommendations to combat identity theft
in four primary areas: (1) keeping consumer data out of the hands of
criminals; (2) making it harder for criminals to exploit consumer data;
(3) making it easier for victims to detect and recover from identity theft
and (4) increasing prosecution and punishment of perpetrators.3f
Congress responded to the task force's recommendations for victim
the Identity Theft Enforcement and Restitution
assistance by 3assing
Act of 2008. Most importantly, this Act authorized restitution to
victims from the harm caused by identity theft.3 3 While Congress has
followed through with some of the recommendations made by the task
force, it has not yet addressed several of the other recommendations. 34
Furthermore, all states have their own identity theft statutes.3 5
California has been said to be a nationwide leader in protecting the
online use of personal information. 36 California has laws in place that
require companies that gatherpersonal information from Californians
online to post privacy notices. The state's statutes maintain reasonable
security measures to protect information from unauthorized access of

25.
violations
26.
27.
28.
29.
30.

CONG. RESEARCH, supra note 10, at 4. See 18 U.S.C.
that are applicable for aggravated identity theft.
18 U.S.C. § 1028A(c)(1) (2012).
Id. § 1028A(c)(2).
Id. § 1028A(c)(5).
Id. § 1028A(c)(8).
FEDERAL TRADE

COMMISSION,

§ 1028A(c) for the list of felony

THE PRESIDENT'S IDENTITY

REPORT, COMBATING IDENTITY THEFT - A STRATEGIC PLAN,

THEFT TASK

FORCE

2008 WL 4761897 (F.T.C.)

[hereinafter Task Force Report].

31.

Id.

32.

CONG. RESEARCH, supra note 10, at 4.

33. Id. This Act also "eliminated provisions in the U.S. Code requiring the illegal conduct
to involve interstate or foreign communication, eliminated provisions requiring that damage to a
victim's computer amass to $5,000, and expanded the definition of cyber-extortion." Id. at 6.
34. Id. These unaddressed recommendations are discussed infra Part Ill as part of
proposals to improve protection against identity theft.
35.

Identity

Theft

Statutes,

NATIONAL

CONFERENCE

OF

STATE

LEGISLATORS,

http://www.ncsl.org/issues-research/banking/identity-theft-state-statutes.aspx (last updated July
23, 2012) (providing a comprehensive breakdown of each state's identity theft statutes.).
36. Grant, supra note 15.
37. Id.
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disclosure.3 8 It has been argued in the past that California's stances on
disclosure are good enough to become de facto national disclosure
policies.3 9
Despite the interwoven state and federal laws regarding identity
theft, the crime still remains an issue and a growing threat to the citizens
of the United States. One could argue that either the U.S. laws are not
stringent enough to deter the illegal behavior, or the international
community's approach to combatting identity theft crime is so
ineffective that it has a spill-over effect into the United States. An
analysis of the laws regarding identity theft in several key parts of the
world will shed a little more light on the other approaches to fighting
and deterring identity theft and possibly the effect that those approaches
have on the occurrence of identity theft in the United States.
2. Europe
The European approach to combatting identity theft and other cybercrime activities relies on more control and stricter laws to protect
consumers without regard to the economic effect on e-commerce
companies.4 0 In direct contrast, the United States has taken a more
"hands-off' approach because of traditional laissez-faire economic
attitudes. 4 1 Regardless, Europe has taken several steps to combat
identity theft and other cyber-crimes, not only on their continent, but on
an inter-continental level.
In 1998, the European Union passed the E.U. Data Protection
Directive, which was designed to restrict data collection, processing,
dissemination, and storage in Europe.4 2 The Directive encompasses all
kinds of personal data and clearly recognizes an individual right to
privacy.43 Moreover, the Directive addresses all information from
European sources as well as the rest of the world. However, the
Directive is not self-executing and requires states to create the
legislation to implement the Directive on their own. 44 Thus, each
country's laws are different depending on the legislation that each
country adopts.4 5 But most importantly, the Directive "requires that
member states enact laws prohibiting the transfer of data to nonmember states that fail to ensure an 'adequate' level of protection."4 6
38.
39.
40.
41.
42.
43.
44.
45.
46.

Id.
Id.
Davis, supra note 1, at 207.
Id.
Id.at210-11.
Id. at 211.
Id.
Id.
Id. at 212. Davis goes on to explain that this particular requirement is one that
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Additionally, the Directive includes several procedures aimed at
promoting uniformity in the laws of Europe and in the treatment of nonMember States that handle European information. 4 7 First, the Directive
allows the European Union to make revisions over time to meet arising
challenges, ensuring that the E.U. countries can keep data protection
laws uniform. 48 Secondly, the Directive creates a committee comprised
of national experts that sit as an advisory panel designed to "render
expert advice on matters arising under the Directive." 49 Lastly, the
Directive allows for another committee to hear questions regarding the
"adequacy" of data protection in non-Member States.5 0 However, the
U.S. Congress has expressed particular concern over the Directive in
that it "will have a potentially regressive impact on international
commerce."5 1
While wary of the Directive, the United States nevertheless entered
into an agreement, entitled the Safe Harbor Agreement, with the
European Union, which extended the E.U. Directive to U.S. companies
that use European data information in the United States.5 The
Agreement does not require the United States to disseminate new laws;
it simply requires companies that wish to be covered under the Directive
to register and abide by the rules set forth in the Directive.5 3
Although the Agreement sets the stage for a form of international
cooperation with regard to identity theft laws, the European Parliament
has criticized the Agreement and has argued that it "neither provides[s]
for monetary damages for breach [of the Agreement] nor right of appeal
in the United States."5 4 Additionally, most American businesses have
been reluctant to put the Agreement to use, as they fear that the
application of the Directive could have catastrophic effects on their
business. 55
Also important is the Council of Europe Convention on
Cybercrime. This Convention not only criminalizes certain types of
countries embrace in divergent manners because of different "traditions and approaches to
privacy protection." Id.
47. Id.
48. Id.
49. Id. at 212-13.
50. Id at 213.
51. Id. (citing Patrick Thibodeau, Europe's PrivacyLaws May Become Global Standard,
COMPUTERWORLD, Mar. 12, 2001, at http://www.computerworld.com/govemmenttopics/govern
ent/policy/story/0,10801,58498,00.html (last visited Oct. 1, 2002)).
52. Thibodeau, supra note 51.
53. Davis, supra note 1, at 214.
54. Id. at 215 (citing Christopher Paul Boam, The Internet, Information, and the Culture
ofRegulatory Change: A Modern Renaissance,9 CoMM. L. CONSPECTUs 175, 185 (2001)).
55. Boam, supra note 54, at 185.
56. Convention on Cybercrime, Nov. 23, 2001, C.E.T.S. No. 185, available at
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activities, but it fosters cooperation between countries in prosecuting
such crimes and holds criminals responsible for their acts even if their
own countries do not consider the acts to be criminal.5 7 The United
States, Canada, Ja an, and Australia have joined and signed on as
associate members.
Furthermore, Europe is currently in the process of creating and
implementing the E.U. Data Protection Regulation (Regulation), which
will effectively replace the Directive and further unify its countries'
laws against identity theft. 59 The Regulation will replace the current
patchwork of 27 national regulations with one harmonized pan-E.U.
regulation and will create a regime that allows for better control over
one's personal data. 60 Among several important changes is that the
Regulation will not only apply to E.U. citizens and businesses, but will
also apply to non-E.U. companies located outside the European Union,
provided that the processing of data is directed at E.U. residents. This
would presumably cut away at the meaning of the Safe Harbor
Agreement, as the Regulation's laws will apply to any non-E.U.
company as long as it is processing E.U. residents' data. Other changes
include new privacy rights, including a "right to be forgotten," and
harsh sanctions allowing "data protection authorities to impose penalties
of up to 2% of a company's worldwide turnover in case of severe data
protection breaches."6
The Regulation was proposed in January 2012 and the current
deadline for tabling amendments is February 2013. 62 An orientation
vote will be held on the Regulation at the end of April 2013, and further
negotiations will be held between the European Parliament, Council and
Commission (Trilogue) from May 2013 and on.63 While these are
sweeping changes in the right direction, the changes are still in
development and are yet to be official. These are the types of changes
that need to be implemented but must occur on a much broader scale to
be truly effective.

http://conventions.coe.int/treaty/en/Treaties/Html/ 185.htm (last visited Nov. 8, 2012).
57. Davis, supra note 1, at 216.
58. Id. at 217.
59. Essential Guide: EU Data Protection Regulation, COMPUTERWEEKLY.COM,
http://www.computerweekly.com/guides/Essential-guide-What-the-EU-Data-Protection-Regulat
ion-changes-mean-to-you (last visited Jan. 18, 2013).
60. New Draft European Data Protection Regime, Law Patent Group (Feb. 2, 2012),
http://www.mlawgroup.de/news/publications/detail.php?we-objectlD=227.
6 1. Id.
62. Jan Philip Albrecht, General Data Protection Regulation in 10 Points, THE
GREENS/EFA IN THE EUROPEAN PARLIAMENT (Dec. 20, 2012), http://www.janalbrecht.eu/

uploads/pics/data protectionEnglish.pdf
63. Id.
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3. India
India is a country known for its call centers and back-office service
industries, which deal with a lot of personal information for many
different large companies and retail chains. 64 While the Indian
government has been proactive in enacting several laws to combat
identity theft attacks, plaintiffs still might choose to sue in America,
because India has been known to lag in the area of law enforcement. 65
India convicted its first cyber-criminal in February 2003, but that
incident did not spur many other computer crime cases shortly
thereafter. 66 For example, by November 2003, India had charged eleven
individuals for violations of the Information Technology Act, but only
fully prosecuted two. 67
4. Australia
Australia has been working in the right direction to encourage
cooperation amongst its individual states to strengthen the fight against
identity theft. 68 The Australian Crime Commission has stated that
[r]ecognising that organised crime is a national issue that requires
a nationally coordinated response, the Commonwealth and the
States and Territories agreed to the National OCRP 2010-13 in
2010 to strengthen multijurisdictional approaches, coordination,
information sharing and joint activities to combat the national
threat of serious and organised crime. 69
While identity theft and organized crime may still be a problem in
Australia, it is a good sign that the government has responded by
bringing together the laws of each individual state or province so that
the country has a more unified response to identity theft and the
problems it causes.
C. Other European Countries and the Attempt to Comply with the
E. U. Directive
As far as implementing the E.U. Data Protection Directive goes,
64. Grant, supra note 15.
65. Id.
66. Id.
67. Id. The general lack of enforcement of identity theft laws is examined later. See infra
Part II.B.
68. Identity Crime, Australian Crime Commission (Apr. 2011), http://www.crime
commission.gov.au/publications/crime-profile-series-fact-sheet/identity-crime.
69. Id.
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European countries are all at different stages with passing laws that are
considered in line with the requirements of the Directive. 70 A further
look at where several key European countries are in terms of
implementing identity theft laws is necessary to get a better
understanding of how our world's nations are approaching the fight
against identity theft.7 ' Additionally, this closer look will demonstrate
how exactly several different countries are implementing laws, what
those laws consist of, and how they are different from the other laws
analyzed thus far.
The United Kingdom enacted the Data Protection Act 1998, which
governs the protection of personal data in the United Kingdom. 72 This
Act defines eight data protection principles which govern the
implementation of the Act's regulations. Some of those principles are
[p]ersonal data shall be processed fairly and lawfully, . . .
[a]ppropriate technical and organisational measures shall be
taken against unauthorised or unlawful processing of personal
data and against accidental loss or destruction of, or damage to,
personal data,

. .

. [and p]ersonal data shall not be transferred to a

country or territory outside the European Economic Area unless
that country or territory ensures an adequate level of protection
for the rights and freedoms of data subjects in relation to the
processing of personal data.7 4
This Act was initially implemented to comply with the E.U. Data
Protection Directive.75 However, the European Commission has
recently released details as to why it feels that the U.K. Data Protection
Act was an improper implementation of the Directive.76 Since the U.K.
Data Protection Act apparently has not properly implemented Directive
Articles 2, 3, 8, 10, 11, 12, 13, 22, 23, 25, and 28-just below a third of
70. Status of implementation of Directive 95/46 on the Protection of Individuals with
regard to Processing of Personal Data, European Commission, http://ec.europa.eu/justice/dataprotection/law/status-implementation/indexen.htm (last updated Feb. 3, 2012) [hereinafter
Directive Implementation Status].
71. For a complete list regarding each European countries' status on implementing the
EU Data Protection Directive, see http://ec.europa.eu/justice/data-protection/law/status-imple
mentation/index en.htm.
72. See generally Data Protection Act, (1998), c. 29 (U.K.).
73. Id. sched. 1, pt. 1.
74. Id.
75. Directive Implementation Status, supra note 70.
76. European Commission Explains Why UK's Data Protection Act is Deficient,
HAWKTALK - THE BLOG OF AMBERHAWK TRAINING LTD. (Nov. 4, 2012, 2:52 AM), http://amber

hawk.typepad.com/amberhawk/2011/02/european-commission-explains-why-uks-data-protecti
on-act-is-deficient.html.
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the 34 articles comprised in the Directive-the European Commission
considered infraction proceedings.7 7
In Italy in 1997, the government enacted a piece of legislation
entitled "Protection of individuals and other subjects with regard to the
processing of personal data Act." This legislation was later updated in
2004 with the New Data Protection Code, presumably in an effort to
cooperate with the Directive.7 9 This comprehensive Act not only sets
out to ensure that all personal data is protected and processed with
respect for data subjects' rights, fundamental freedoms, and dipity, but
the Act also aims at minimizing the use of the personal data.8 The Act
states that "Information systems and software shall be configured by
minimizing the use of personal data and identification data, in such a
way as to rule out their processing if the purposes sought in the
individual cases can be achieved by using either anonymous data or
[other] suitable arrangements . . ."1 This stress on general data

minimization techniques seems to be unique in comparison to other
complex identity theft laws.
Also unique is the approach that Finland has taken in implementing
identity theft laws over time. Finland has enacted three different pieces
of legislation regarding identity theft since 1999.82 The Finnish Personal
Data Act entered into force in 1999, and had the objective of not only
protecting the basic rights to privacy, but also of "promoting the
development of and compliance with good processing practice." 83
Finland then took steps to amend this Act so that it would comply with
the E.U. Directive.8 4 This was done by an amendment to the Finnish
Personal Data Act, which specifically addressed the transfer of personal
data outside of the territory of the Member States.
Especially
important were the additional steps Finland took to combat identity theft
in 2004, when it enacted the Act on the Protection of Privacy in
Working Life.8 This Act established further regulations on how people
can process information in the workplace.8 7
Certain European countries, such as Germany and Austria, have
taken substantial measures in creating and implementing identity theft
77. Id.
78. Directive Implementation Status, supra note 70.
79. Id.
80. Decreto Legislativo, 30 giugno 2003, n.196 (It.).
81. Id. § 3.
82. Directive Implementation Status, supra note 70.
83. Finnish Personal Data Act, Mar. 1999 (523/1999).
84. Act of the amendment of the Finnish Personal Data Act, 1 Dec. 2000,
(986/2000).
85. Id.
86. Directive Implementation Status, supra note 70.
87. Act on the Protection of Privacy of Working Life, Jan. 10, 2004 (759/2004).
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laws not only on a national level, but also at a state or province level,
similar to those of the United States. However, there is no indication
that the interwoven state and federal laws in those countries are any
more effective as the laws seen in the United States.
Most, if not all, developed countries appear to have some form of
laws protecting its nations' citizens against the harms caused by identity
theft. Regardless of the prevalence of various identity theft laws across
the international landscape, many of these laws still prove ineffective
and difficult to appropriately enforce. Because of such ineffectiveness,
identity theft continues to remain a problem amongst our world's
nations. A closer look at what makes the world's laws regarding identity
theft so ineffective helps to determine what must be done to combat this
crime on an international level.
III. PART Two: AMBIGUOUS STATUTORY REQUIREMENTS, PROBLEMS
WITH ENFORCEMENT, AND LACK OF INTERNATIONAL COOPERATION
REGARDING IDENTITY THEFT LAWS

There are many issues when it comes to the effectiveness of identity
theft laws. Not only is there a lack of uniformity of laws on an
international level, but there are also many problems with enforcement.
For example, identity theft laws in the United States do not provide the
best protection, because they have high standards and ambiguous
requirements. The following cases will shed light on how courts have
struggled to interpret these requirements, which has often led to courts
being unable to convict individuals of identity theft or aggravated
identity theft under U.S. federal law.
A. Ambiguous Requirements Makes it Difficult ForCourts to Effectively
Enforce Identity Theft Statutes
In United States v. Rohn, Lisa Rohn was reported to the FBI to be in
possession of numerous forms of identification, which bore Rohn's
photograph but listed a variety of other names. 89 Rohn was subsequently
arrested at her place of employment after attempting to escape. 90 "Rohn
was charged with violating 18 U.S.C. § 1028(a)(3), which prohibits
'knowingly possess[ing] with intent to use unlawfully . .. five or more

identification documents (other than those issued lawfully for the use of
the possessor) or false identification documents."' 91 Over the course of
88.
89.
90.
91.

Directive Implementation Status, supra note 70.
United States v. Rohn, 964 F.2d 310, 312 (4th Cir. 1992).
Id.
Id. (citing 18 U.S.C. § 1028(a)(3)).
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the trial, over seventy pieces of identification from the briefcase were
admitted in evidence. They included social security cards in four
different names, five different District of Columbia identification cards
or driver's licenses, five different California identification cards or
driver's licenses, four different Virginia driver's licenses, four different
birth certificates, and numerous bank cards, student identification cards,
employment identification cards, membership cards, etc. In all, there
were driver's licenses or identification cards in thirteen different

names. 93
Regardless of this evidence showing that Rohn possessed many
different forms of false identification, the court reversed Rohn's
conviction because the government was unable to show that Rohn
"knowingly possess[ed] with intent to use unlawfully or transfer
unlawfully five or more identification documents" 94 as required by 18
U.S.C. § 1028(a)(3). 95 After doing a technical dissection of the statutory
language of 18 U.S.C. § 1028(a)(3), the court decided that the
government did not meet its burden of demonstrating that Rohn's
intended uses of the identification were unlawful.9 6 The court reasoned
that the "government's argument represented an impermissible effort to
shift the burden of proof to appellant: The message of the government's
assertion was that the government need not actually show an unlawful
use because Rohn had not demonstrated a lawful one." 97 The court
stated that the government tried to convict Rohn under a statute that
Congress did not write, and that because the government did not
technically meet all elements of the statute, the conviction had to be
overturned.98 Thus, even though the government had charged an
individual who had obviously stolen and used many different identities,
the government was unable to convict this individual based on the
technical language in the statute.
Later, in the landmark case of Flores-Figueroav. United States, the
U.S. Supreme Court clarified this ambiguous statutory interpretation
issue by raising the standard to require proof of the defendant's
knowledge.99 In Flores-Figueroa,the petitioner, a Mexican citizen,
gave his employer counterfeit Social Security and alien registration
92.
93.

Id.
Id.

94.

18 U.S.C. § 1028(a)(3).

95. Id. at 314.
96. Id. at 313.
97. Id.
98. Id. at 314. See also United States v. Villanueva-Sotelo, 515 F.3d 1234, 1234 (holding
that the mens rea element of identity theft statute was ambiguous and that this ambiguous
element requires proof that defendant knew that the means of identification in question belonged
to someone else).
99. See Flores-Figueroa v. United States, 556 U.S. 646 (2009).
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cards containing his name but other people's identification numbers.' 00
Petitioner was subsequently arrested and charged with aggravated
identity theft and two additional immigration offenses.' 0 Petitioner
moved for acquittal on the aggravated identity theft charge, arguing that
the government could not prove that he knew that the counterfeit
document numbers belonged to other people.102
The U.S. Supreme Court agreed with the Petitioner, holding that the
government must prove that a defendant knew that the "means of
identification" he or she unlawfully transferred, possessed, or used did,
in fact, belong to another person.103 In discussing English grammar
during an intensive statutory interpretation, the Court stated that
"'knowingly' is naturally read as applying to all the subsequently listed
elements of the crime" and that "[w]here a transitive verb has an object,
listeners in most contexts assume that an adverb (such as 'knowingly')
that modifies the verb tells the listener how the subject performed the
entire action, including the object."' 04 Thus, because the government
could not prove that the petitioner technically knew that the
identification numbers belonged to other people, the Supreme Court
reversed the aggravated identity theft charges.
Both of these cases were fairly disputed-Rohn was not extended by
one court and distinguished by several others, while Flores-Figueroa
has 48 instances of negative treatment, with several cases where courts
would not follow it because the statutory interpretation was
incompatible with the language of that states' laws.' 06 Regardless, it
seems evident that individuals who had stolen and used other people's
identities escaped identity theft convictions because the government
could not meet the rigid requirements of the statutory language under
either 18 U.S.C. §§ 1028 or 1028A. It appears that this ambiguous
statutory language regarding the "knowledge" requirement and proof of
unlawful use gives the defendants an extra layer of, possibly
undeserved, protection. Modifying or completely changing the statute to
get rid of the ambiguous language and high standards will likely play a
role in increasing the deterrence of identity theft.

100. Id. at 648-49.
101. Id. at 649.
102. Id.
103. See generally id. at 650-57.
104. Id. at 646.
105. Id.
106. See State v. Hunter, No. 40275-1-II., 2011 WL 5825358, at *5 (Wash. Ct. App. Nov.
18, 2011); State v. Jones, 341 S.W.3d 318, 321 (Tenn. Crim. App. 2010); State v. Madrigal, No.
08-1623., 2009 WL 3086558, n.3 (Iowa Ct. App. 2009).
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B. Various Problems with GeneralDeterrence and Enforcement of
Identity Theft Laws
India is not the only country or region that has experienced difficulty
in the area of enforcement with regard to identity theft laws. The
Identity Theft Council, created by nationally renowned security expert
Neal O'Farrell and based out of California, has opined that "[a]fter
more than a decade of growing consumer awareness, a barrage of new
laws and regulations, and impressive advancements in security, the bad
guys appear to be gaining ground."40 7 The Council believes that among
the many reasons why we are losing the battle is that law enforcement
lacks the resources to handle identity theft cases.108 Additionally,
identity thieves are likely emboldened because they think that they are
unlikely to be caught.
The Council stated that some studies have
shown that only one in every 700 cases of identity theft is ever
prosecuted.' 10 Thus, "when the vast majority of identity theft cases go
uninvestigated, unprosecuted, and unpunished, thieves know this is a
criminal career worth pursuing.""' Although there may be many
regulations and state and federal laws in place to combat identity theft,
it is apparent that there are many issues when it comes to effectively
enforcing these laws and deterring identity theft. Two factors that may
contribute to increasing deterrence of identity theft and enforcement of
identity theft laws is the improvement of international cooperation and
uniformity regarding identity theft laws.
C. Lack ofInternationalUniformity and CooperationRegarding
Identity Theft Laws
The international community has become aware of the need for
cooperation regarding identity theft laws, but has yet to achieve any sort
of uniformity. 2 The current attempts (such as the E.U. Data Protection
Directive, the Safe Harbor Agreement, and The Council of Europe
Convention on Cybercrime) have shown some potential strengths, but

107. 12 Reasons Why We Are Losing the Battle Against Identity Theft, IDENTITY THEFT
COUNCIL, http://www.identitytheftcouncil.org/12-reasons-why-were-losing-the-battle-againstidentity-theft (last visited Dec. 29, 2012).
108. Id. Other reasons listed by the Council for why we are losing the battle against
identity theft include "[t]he small business community is still ignoring their security
responsibilities," "[c]onsumers are still not protecting their computers or changing their habits,"
and "[o]rganized crime gave cybercrime and identity theft a whole new lease on life." Id.
109. Id.
110. Id.
111.

Id.

112. SeesupraPartl.
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have proven to be essentially ineffective. 113 A quick examination of the
strengths and weaknesses of these attempts at international cooperation
is necessary, as "[i]t is only through international cooperation that
identity theft will be controlled. Treaties and conventions, like those
being pushed to deal with global child pornography, need to be
negotiated." 1 4
While the E.U. Data Protection Directive is an important step in
regional international cooperation, Davis opined that the Directive fails
to be fully effective for three main reasons: it is not self-executing;
Member States are not uniform in their response to the "adequacy"
requirement for non-Member States; and it is so expansive that ebusiness companies in the rest of the world may find it too restrictive on
their business activities." Additionally, Davis opines that the Safe
Harbor Agreement, while an important step toward international
cooperation, especially between the United States and Europe, fails to
promote uniformity because it simply allows American companies to
opt in. 116 Thus, because many companies are not signing on, the Safe
Harbor Agreement is basically ineffectual.1 7 Moreover, The Council of
Europe Convention on Cybercrime may also fall short because it is
based on European ideals and "does not offer the kind of free access to
personal information to which U.S. businesses are accustomed."" 8
Although these attempts at international cooperation are identified as
large strides in encouraging uniformity regarding identity theft laws,
there are clearly many issues that are preventing world leaders from
successfully following through with an effective treaty or convention
that can fight and potentially prevent identity theft crime on a unified
front throughout the world. While international cooperation is a key
factor in the fight against identity theft, there are still several other
factors that are also very instrumental and must be incorporated. Several
proposals, discussed below, incorporate these other instrumental factors.
IV. PART THREE: PROPOSALS TO IMPROVE THE FIGHT AGAINST
IDENTITY THEFT ON AN INTERNATIONAL AND LOCAL LEVEL

While some scholars have narrowed their approaches to combatting
international identity theft to just international cooperation or something
of the like, a multi-faceted approach, on multiple levels is most likely
113.
114.
115.
116.
117.
118.

See generally Davis, supra note 1, at 218-21.
Michael D. Scott, Editorial, IDENTITY THEFT, 11 CYBERSPACE L. 2 (2006).
Davis, supra note 1, at 218-19.
Id. at 220.
Id.
Id. at 221.
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the best method as there are many different deficiencies in many
different jurisdictions with regard to this area of the law. A dual
approach on an international and a local level here in the United States
will be the best way to decrease identity theft now and deter criminals
from considering committing this crime in the future.
As many international businesses, including large e-commerce
businesses, are located in the United States, it is essential that the U.S.
laws are effective enough to deter identity theft at least on a local level.
A good starting point for improving identity theft laws in the United
States would be following through and implementing changes
consistent with the recommendations made by the President's Identity
Theft Task Force. In particular, the needed changes would be associated
with the Task Force's fourth key area in their recommendation, which
specifically dealt with increasing prosecution and punishment of
perpetrators (or simply put, deterrence). To do so, Congress would first
have to address the task force's recommendation to expand the identity
theft and aggravated identity theft statutes to be applicable to
corporations and organizations as well as to individuals.' Additionally,
Congress would have to address the task force's recommendation to
expand the list of predicate felony offenses for aggravated identity theft
under 18 U.S.C. § 1028A. These two simple changes will not only
expand the amount of "individuals" that can be prosecuted for identity
theft, but will also increase the amount of related crimes that can be
prosecuted for aggravated identity theft. This will surely increase
deterrence by increasing prosecution and punishment of perpetrators
and will make potential perpetrators less likely to think that engaging in
identity theft is a "career worth pursuing."
After following through with the task force's recommendations,
Congress should also look at cleaning up the language of the identity
theft statutes (specifically, clearing up certain ambiguous requirements
so that alleged identity theft criminals, such as the ones in Rohn and
Flores-Figueroa,do not get acquitted when there is seemingly enough
evidence to convict the defendants of identity theft). Congress should
examine the necessity of the "knowledge" requirement and look at the
possibility of making certain aspects of the identity theft statute strictly
liable, so that defendants cannot get acquitted based on technical
statutory interpretations such as those seen in the cases of Rohn and
Flores-Figueroa.With statutes that are more straight-forward and easier
to apply, more perpetrators will be successfully prosecuted, thus leading
to increased deterrence and less identity theft crime, at least in the
United States where there is substantial e-commerce business. This, of
course, would also promote the Task Force's recommendation that we
119.

CONG. RESEARCH, supra note 10, at 6.
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strengthen our laws to increase prosecution and punishment of
perpetrators.
Finally, international cooperation must play a vital role in decreasing
identity theft across the globe. It is evident that American and European
lawmakers have difficulty in finding common ground when it comes to
the privacy of personal information and the measures that we must take
to protect that private information. In attempting to find that common
middle ground that both European countries and the United States can
agree upon regarding privacy issues, "both sides will have to
compromise before uniformity is possible."' 20 While European
countries will have to deal with a somewhat diminished protection on
their personal information, U.S. businesses will have to accept
additional restraints on their freedom when they transact
internationally.1 2 1 This compromise is needed to achieve the level of
uniformity required to truly combat identity theft on an international
level. Clearly, this will not be an easy task for international lawmakers.
New ideas and attempts for international cooperation will be necessary,
and country representatives will have to come to the table willing to
cooperate and compromise with each other.
A great example to build off of is the proposed E.U. Regulation,
which is still in the process of being finalized. This type of reform,
which will override the current patchwork of various national laws in
the European Union and establish one cohesive approach to combatting
identity theft in Europe, is exactly what the world's nations need in
order to effectively attack identity theft on a globalized front. In an age
where the Internet allows for access to the personal data of individuals
all over the world, a unified, global approach to legal enforcement is an
extremely important step in combatting identity theft.
To achieve some level of uniformity, perhaps it is in the best
interests of the world's nations to engage in some sort of global summit
similar to that of the Council of Europe Convention on Cybercrime.
However, this global summit, which would invite all of the world's
nations, would directly address identity theft. This move for
international cooperation regarding identity theft laws would be a big
step in the right direction for international lawmakers, as it is very
apparent that the current attempts, such as the E.U. Directive, have been
extremely ineffective. Countries could collaborate their identity theft
laws into one agreeable regulation (similar to the E.U. Regulation),
120. Davis, supra note 1, at 226.
121. Id. Davis has further opined that the "burden on business seems fair, however,
because heightened security measures designed to protect consumer information will also likely
improve consumer confidence in the Internet as a commercial medium. This consumer
confidence, in turn, can be expected to bolster e-commerce in the long run by helping to
increase sales of goods and services over the Internet." Id.
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which would give them a more cohesive approach to attacking identity
theft on a unified front. Of course, this would have to include finding a
common ground upon which the countries can agree on an appropriate
way to keep personal information private while not intruding on the
success of certain businesses.
V. CONCLUSION

Although there have been some legal responses implemented to fight
identity theft on a local and international level, adults affected by
identity theft and the number of identity theft complaints continue to
increase almost every year. With the rapidly increasing use of the
Internet as a medium for sales transactions, more and more people every
day expose themselves and their personal information to the dangers of
identity theft. To truly combat identity theft, a multi-faceted approach
involving the strengthening of laws on a local level as well as
international cooperation between the world's nations seems to be the
best method. Michael D. Scott is correct in stating that "government,
industry and individuals all have a role to play in getting beyond the
current state of affairs. Unfortunately, there seems to be a lack of
leadership willing to make the hard decisions necessary to move us in
the right direction. I hope that changes, and soon."1 2 Hopefully, the
future will bring changes soon so that identity theft will no longer be a
threat to the world whenever its citizens shop, submit their tax returns,
or enter any personal information online.

122.

Scott, supra note 114.
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